7CONrQ
Membership Application

Date of Application:

Important : All information must be completed in its entirety. Please print clearly and legibly to ensure accurate and timely processing.

General Company Information

Company Name: Years in Business yrs mos.
Type of Ownership (indicate one): [ Partnership [ Sole Owner [ Nonprofit [ Corporation adLLc
Do you have any other company name(s) or dba? [J Yes [J No If Yes, please list:

Physical Street Address (no P.O. box numbers, please):

City: State: ZIP: How Long? yrs mos.

Phone: ( ) Fax: ( ) Is this a residential address? [ Yes [ No

Previous Address:

City: State: ZIP: How Long? yrs mos.

Do you own or lease the building in which you are located? (please check one) O Own O Lease

Principal of the Company (If sole owner _ or partnership , please complete the section below.)

| understand that the information provided below will be used to obtain a consumer credit report, and my creditworthiness may be considered
when making a decision to grant membership

Principal name:

Title or Position: Phone: ( )

Social Security Number: Year of Birth:

Residential Street Address:

City: State: ZIP:
Affiliated or Parent Company Information
* Do you have any branch offices located in the state of California? O Yes [ No

Affiliated or Parent Company Name:

Contact Name: Title:
Address: Phone: ( )
City: State: ZIP:
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Business Information (Please tell us about your company.)

Type of Business: Do you need a Purchase Order? [J Yes [ No PO#

Do you have an Investigation License ? [ Yes [O No If Yes, please provide a copy with this application.

Estimated # of Credit Reports you will access monthly:

How will you access the Credit Reports? [ Personal Computer [ Credit Terminal ] CPU-CPU [ Phone/Fax
Do you already have a credit reporting software package? [ Yes [ No If Yes, what is the name?
Does your company qualify for sales tax exemptions? [ Yes [ No If Yes, please provide proof.

Permissible Purpose/Appropriate Use (Application will not be processed unless this information is provided.)

Please describe the specific purpose for which Credit Report information will be used. (What will you do with the information obtained?)

This section MUST be completed.
Employment Screening

The following applies to consumer credit products (i.e. Consumer Credit Reports, Business Owners Profile, and Small
Business Intelliscore):

| have read and understand the “F CRA Requirements” notice and “Access Security Requirements”  and will take all reasonable
measures to enforce them within my facility. | certify that | will use the Credit Report information for no other purpose other than
what is stated in the Permissible Purpose/Appropriate Use section on this application and for the type of business listed on this
application. | will not resell the report to any third party. | understand that if my system is used improperly by company personnel, or
if my access codes are made available to any unauthorized personnel due to carelessness on the part of any employee of my
company, | may be held responsible for financial losses, fees, or monetary charges that may be incurred and that my access privilege
may be terminated.

Company Name

Type or Print Name of Owner or Officer Title
X
Authorized Signature Date

Revised 10/98
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Corra Group User Agreement

This Agreement is made and entered into by and between CORRA, (“Corra Group”) and the undersigned (“User”). This
Agreement shall be effective at such time as Corra Group has sent written notification, whether via facsimile, e-mail, or
otherwise, to User indicating its acceptance of the terms and conditions of the Agreement (the “Effective Date”).

Corra Group’s Services: Corra Group shall provide consumer reports and investigative consumer reports (“Screening
Reports”) at User’s request in connection with any pre-employment or post-employment background screening of
applicants (the “Applicant”) or retention of employees (the “Employee”). Screening Reports may include such information
as employment history, consumer credit reports, motor vehicle records, education verifications, criminal and civil records
and other background information. In the case of investigative consumer reports, Corra Group shall also provide personal
references collected and processed by Corra Group through various channels of information.

Corra Group as Agent of User: User acknowledges and agrees that Corra Group is an authorized agent of User for the
purpose of investigating, researching, preparing and returning the Screening Reports ordered by User.

Information Security: User acknowledges and understands its obligation to maintain the confidentiality and integrity of
any information and User identification numbers and passwords requested from or through Corra Group.

Compliance with Applicable Laws: User and Corra Group shall comply in good faith with all applicable laws in the
request, preparation, transmission, dissemination and use of Screening Reports, including, but not limited to, the FCRA,
Title VII of the Civil Rights Act of Employment Opportunity Commission (“EEOC”) guidelines and regulations, Consumer
Reporting Act (California Civil Code Sections 1785.1 et seq.), Investigative Consumer California Civil Code Section 1786,
et. seq.) and all other applicable laws and regulations relating to the use of consumer credit reports and consumer
investigative reports.

User’s Obligations:

Disclosure to Applicant or Employee. User shall provide Applicant or Employee with a clear and conspicuous
disclosure, in writing, that the Screening Report will be obtained for employment purposes and such disclosure shall be
contained in a document containing only such disclosure. User shall provide Applicant or Employee such other
disclosures as required by the FCRA and other applicable state and local laws for the type of report requested, including
all disclosures which are required before requesting that Corra Group prepares the Screening Report, and before taking
any adverse action based in whole or in part upon any information contained in the Report.

Written Authorization from Applicant or Employee: User shall obtain from the Applicant or Employee a written
authorization to obtain and use the Report as required by the FCRA and all other applicable State and local laws.

Certification to Corra Group: Concurrent with making the request for a Report, User shall provide Corra Group with
certification that complies with section 604(b)(1) of FCRA (15 U.S.C. 81681b(b)(1)), and in the case of a Report that
constitutes an investigative consumer report as defined by the FCRA, an additional certification in a form that complies
with section 606(a)(2) of FCRA (15 U.S.C. §1681d(a)(2)) and all other certifications as may be required by applicable
state and local laws.

Use For Employment Purposes Only: User shall use the Screening Report provided by Corra Group for employment
purposes only and shall not use the Screening Report in violation of any Federal or State equal employment opportunity
law or regulation. User shall notify Corra Group immediately of any change in purpose for which the information is used.

Use For Permissible Purposes: User shall be the exclusive user of the Screening Reports and certifies that such
Screening Reports shall be used solely for the permitted purposes as proscribed by Section 604 of the FCRA [15 U.S.C.
§1681b], California Civil Code Section 1786.12 and all other applicable State and local laws.

Basis for Employment Decisions and Obligations After Adverse Decisions: User shall base all employment
decisions and actions on its own policies and procedures and acknowledges and agrees that Corra Group’s employees
are not allowed and will not render any opinions regarding the Screening Report. Before taking any adverse action
against an Applicant or Employee based in whole or in part on any information provided in the Screening Report provided
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by Corra Group, per FCRA guidelines, User and/or Corra Group is required provide the Applicant or Employee with a
copy of their Screening Report. User shall inform the Applicant or Employee that Corra Group did not make the decision
to take adverse action and cannot give specific reasons for the adverse action taken. User shall further provide a
Summary of Rights under the FCRA to the Applicant or Employee.

Confidentiality and Security of Information. User acknowledges and understands its obligation to maintain the
confidentiality and integrity of any information received by User. All information requested by User is for User’s exclusive
use and User shall take reasonable steps to ensure that all information provided by Corra Group will be held in strict
confidence, will be kept confidential and will not be disclosed to any third party not involved in the employment decision
for which the information is sought. Any use of the Screening Report provided by Corra Group, other than for the internal
uses provided for in this contract is prohibited, including, but not limited to resale or other commercial use,
misrepresentation, improper use of the information or access to the information by unauthorized personnel, whether
intentionally or due to carelessness, and may subject User to criminal and/or civil liability under the Federal Credit
Reporting Act (“FCRA”) and other applicable Federal, State and local laws.

Protection of Access Codes: If User is issued an access code to be used for Internet access to Corra Group’s services
(the “Access Code”), User shall only publicize the Access Code to personnel on a need-to-know basis. Any log-on or
password information provided to User in connection with the Access Code shall be provided only to an “Account
Administrator” and specific individuals designated as “Authorized Users”. User shall notify Corra Group immediately upon
any change of the Account Administrator or Authorized Users.

Protection of Reports: User shall securely store any hard copy of a Screening Report and protect it against release and
disclosure to unauthorized personnel or third parties. In furtherance of that obligation, User shall provide to Corra Group
the name of the person requesting the information for each Screening Report request and, where applicable, shall
provide the name of the individual who has been designated as the principal Account Administrator.

Payment Requirements/Collection: User Agrees to promptly pay for all services rendered hereunder in accordance
with Corra Group’s employment screening schedule of fees. Pricing is subject to change at any time with written notice.
User agrees to pay all applicable charges within thirty (30) days of receipt of the information or Screening report
requested. All monetary obligations to Corra Group for services rendered which are past due fifteen days or more may, at
the election of Corra Group, bear interest at the rate of one and one-half percent (1¥2 %) per month and/or relinquish
User’s access privileges and release Corra Group from any obligation to perform any further services. In the event that
legal action is necessary to obtain the payment of any monetary obligations to Corra Group, the User shall be liable to
Corra Group for all costs and reasonable attorneys’ fees incurred by Corra Group in collection of such obligations.

6. Attorneys Fees and Costs: In the event a dispute arises with respect to this Agreement, the party prevailing in such
dispute shall be entitled to recover all expenses, including, without limitation, reasonable attorneys’ fees and expenses
incurred in ascertaining such party’s rights, and in preparing to enforce, or in enforcing such party’s rights under this
Agreement, whether or not it was necessary for such party to institute suit or submit the dispute to arbitration.

8. Governing Law: This Agreement is deemed to be made, executed and performed in the State of California. This
Agreement shall be governed by and shall be construed in accordance with the laws of the State of California, without
reference to principles of conflicts of laws. The parties to this Agreement consent to jurisdiction and venue in the State
and Federal courts located in the State of California, County of Los Angeles

9. Waiver: The failure of either party to insist in any one or more cases upon the strict performance of any term,
covenant or condition of this Agreement will not be construed as a waiver of a subsequent breach of the same or any
other covenant, term or condition; nor shall any delay or omission by either party to seek a remedy for any breach of this
Agreement be deemed a waiver by either party of its remedies or rights with respect to such a breach.

10. Successors: This Agreement shall inure to the benefit of and bind the heirs, personal representatives, successors,
and assigns of the parties.

11. Limitation of Liability: Corra Group and User agree that unless Corra Group has committed gross negligence or
engaged in intentional wrongdoing in the preparation and transmission of the Screening Report, Corra Group’s total
liability to User shall be limited to the return of the fees paid to Corra Group for the Screening Report and then only to the
extent that the information contained in the Screening Report is found to be the primary basis upon which User incurred
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injury or damage resulting from the furnishing of the screening Report by Corra Group. Corra Group and User agree that
Corra Group shall not be liable to Use for any other damages, costs or expenses whatsoever except as expressly agreed
to above or pursuant to Section 12 (a) hereof, and that neither party shall be liable to the other party for punitive,
exemplary or consequential damages.

12. Indemnification:

By Corra Group. Corra Group shall indemnify, defend and hold User harmless from and against any and all claims,
demands, costs, expenses and liabilities of any kind or nature whatsoever, including, without limitation, reasonable
attorneys’ fees and costs, which may be incurred by User to a third party, based upon the gross negligence or intentional
wrongdoing by Corra Group in preparing or transmitting the Screening Report.

By User. User shall indemnify, defend and hold Corra Group harmless from and against any and all claims, demands,
costs expenses and liabilities of any kind or nature whatsoever, including, without limitation, reasonable attorneys’ fees
and costs, which may be incurred by Corra Group based upon the illegal or wrongful use by User of the Screening
Report, the gross negligence or intentional wrongdoing by User in connection with the use of the Screening Report,
unsubstantiated claims brought by the User’s Applicant: or User’s failure to comply with its obligations under the FCRA or
other applicable laws in connection with the procurement or use of the Screening Report.

13. Warranty: Corra Group represents and warrants that services will be performed in a diligent and professional
manner in accordance with applicable industry standards. Corra Group shall use its best efforts to provide high quality,
timely and accurate information to user, however user recognizes that Corra Group cannot guarantee the accuracy of the
information provided because such information is obtained from public records and other third party sources that may not
always be accurate or current. The Screening report obtained by Corra Group is derived from databases and records that
have been created and maintained by various government agencies, private companies, and other contributors that are
not under the control of Corra group. Responsibility for the accuracy of the information contained in the Screening report
and these databases and records rests solely in the contributor. The user waives any and all claim or claims against
Corra Group arising out of or related to the accuracy of the Screening report, databases and records.

14. Term: The term of this Agreement shall continue in force and effect without any fixed date of termination; provided,
however, that:

Either party may terminate this Agreement for any reason or no reason at all upon thirty (30) days prior written notice of
termination subject to any and all obligations, responsibilities and liabilities incurred prior to termination; or

User may terminate this Agreement, without prior notice, if the other party breaches any provision of this Agreement and
fails to cure such breach within ten (10) calendar days after receiving written notice thereof; or

Corra Group may, with just cause, such as delinquency or violation of the terms of this Agreement or a legal requirement
of this Agreement or any applicable Federal, State or local law, discontinue serving User and terminate this Agreement
immediately.

Company Name

Type or Print Name of Owner or Officer Title

X

Authorized Signature Date
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Access Security Requirements

We must work together to protect the privacy and information of consumers. The following information security measures
are designed to reduce unauthorized access to consumer information. It is your responsibility to implement these
controls. If you do not understand these requirements or need assistance, it is your responsibility to employ an outside
service provider to assist you. Capitalized terms used herein have the meaning given in the Glossary attached hereto.
The credit reporting agency reserves the right to make changes to Access Security Requirements without notification.
The information provided herewith provides minimum baselines for information security.

In accessing the credit reporting agency’s services, you agree to follow these security requirements:

1. Implement Strong Access Control Measures

11

1.2

13

1.4

15

1.6
1.7
1.8

1.9

1.10

1.11

1.12

1.13

1.14

1.15
1.16

Do not provide your credit reporting agency Subscriber Codes or passwords to anyone. No one from the

credit reporting agency will ever contact you and request your Subscriber Code number or password.

Proprietary or third party system access software must have credit reporting agency Subscriber Codes and

password(s) hidden or embedded. Account numbers and passwords should be known only by supervisory

personnel.

You must request your Subscriber Code password be changed immediately when:

e any system access software is replaced by system access software or is no longer used,;

¢ the hardware on which the software resides is upgraded, changed or disposed of

Protect credit reporting agency Subscriber Code(s) and password(s) so that only key personnel know this

sensitive information. Unauthorized personnel should not have knowledge of your Subscriber Code(s) and

password(s).

Create a separate, unique user ID for each user to enable individual authentication and accountability for

access to the credit reporting agency’s infrastructure. Each user of the system access software must also

have a unique logon password.

Ensure that user IDs are not shared and that no Peer-to-Peer file sharing is enabled on those users’ profiles.

Keep user passwords Confidential.

Develop strong passwords that are:

¢ Not easily guessable (i.e. your name or company name, repeating numbers and letters or consecutive
numbers and letters)

e Contain a minimum of seven (7) alpha/numeric characters for standard user accounts

Implement password protected screensavers with a maximum fifteen (15) minute timeout to protect

unattended workstations.

Active logins to credit information systems must be configured with a 30 minute inactive session, timeout.

Restrict the number of key personnel who have access to credit information.

Ensure that personnel who are authorized access to credit information have a business need to access such

information and understand these requirements to access such information are only for the permissible

purposes listed in the Permissible Purpose Information section of your membership application.

Ensure that you and your employees do not access your own credit reports or those reports of any family

member(s) or friend(s) unless it is in connection with a credit transaction or for another permissible purpose.

Implement a process to terminate access rights immediately for users who access credit reporting agency

credit information when those users are terminated or when they have a change in their job tasks and no

longer require access to that credit information.

After normal business hours, turn off and lock all devices or systems used to obtain credit information.

Implement physical security controls to prevent unauthorized entry to your facility and access to systems used

to obtain credit information.
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2. Maintain a Vulnerability Management Program

2.1

2.2

2.3

2.4

Keep operating system(s), Firewalls, Routers, servers, personal computers (laptop and desktop) and all other

systems current with appropriate system patches and updates.

Configure infrastructure such as Firewalls, Routers, personal computers, and similar components to industry

best security practices, including disabling unnecessary services or features, removing or changing default

passwords, IDs and sample files/programs, and enabling the most secure configuration features to avoid
unnecessary risks.

Implement and follow current best security practices for Computer Virus detection scanning services and

procedures:

e Use, implement and maintain a current, commercially available Computer Virus

e detection/scanning product on all computers, systems and networks.

e If you suspect an actual or potential virus, immediately cease accessing the

e system and do not resume the inquiry process until the virus has been eliminated.

e On a weekly basis at a minimum, keep anti-virus software up-to-date by

e vigilantly checking or configuring auto updates and installing new virus definition files.

Implement and follow current best security practices for computer anti-Spyware scanning services and

procedures:

e Use, implement and maintain a current, commercially available computer anti-

e Spyware scanning product on all computers, systems and networks.

e If you suspect actual or potential Spyware, immediately cease accessing the

e system and do not resume the inquiry process until the problem has been

e resolved and eliminated.

e Run a secondary anti-Spyware scan upon completion of the first scan to ensure

e all Spyware has been removed from your computers.

o Keep anti-Spyware software up-to-date by vigilantly checking or configuring auto updates and installing
new anti-Spyware definition files weekly, at a minimum. If your company’s computers have unfiltered or
unblocked access to the Internet (which prevents access to some known problematic sites), then it is
recommended that anti-Spyware scans be completed more frequently than weekly.

3. Protect Data

3.1

3.2

3.3

3.4

35

Develop and follow procedures to ensure that data is protected throughout its entire information lifecycle (from
creation, transformation, use, storage and secure destruction) regardless of the media used to store the data
(i.e., tape, disk, paper, etc.)

All credit reporting agency data is classified as Confidential and must be secured to this requirement at a
minimum.

Procedures for transmission, disclosure, storage, destruction and any other information modalities or media
should address all aspects of the lifecycle of the information.

Encrypt all credit reporting agency data and information when stored on any laptop computer and in the
database using AES or 3DES with 128-hit key encryption at a minimum.

Only open email attachments and links from trusted sources and after verifying legitimacy.

4. Maintain an Information Security Policy

41

4.2

Develop and follow a security plan to protect the Confidentiality and integrity of personal consumer
information as required under the GLB Safeguard Rule.

Establish processes and procedures for responding to security violations, unusual or suspicious events and
similar incidents to limit damage or unauthorized access to information assets and to permit identification and
prosecution of violators.
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4.3

4.4

The FACTA Disposal Rules requires that you implement appropriate measures to dispose of any sensitive
information related to consumer credit reports and records that will protect against unauthorized access or
use of that information.

Implement and maintain ongoing mandatory security training and awareness sessions for all staff to
underscore the importance of security within your organization.

5. Build and Maintain a Secure Network

51

5.2

5.3

54

55
5.6

Protect Internet connections with dedicated, industry-recognized Firewalls that are configured and managed
using industry best security practices.

Internal private Internet Protocol (IP) addresses must not be publicly accessible or natively routed to the
Internet. Network address translation (NAT) technology should be used.

Administrative access to Firewalls and servers must be performed through a secure internal wired connection
only.

Any stand alone computers that directly access the Internet must have a desktop Firewall deployed that is
installed and configured to block unnecessary/unused ports, services and network traffic.

Encrypt Wireless access points with a minimum of WEP 128 bit encryption, WPA encryption where available.
Disable vendor default passwords, SSIDs and IP Addresses on Wireless access points and restrict
authentication on the configuration of the access point.

6. Reqularly Monitor and Test Networks

6.1
6.2

Perform regular tests on information systems (port scanning, virus scanning, vulnerability scanning).

Use current best practices to protect your telecommunications systems and any computer system or network
device(s) you use to provide Services hereunder to access credit reporting agency systems and networks.
These controls should be selected and implemented to reduce the risk of infiltration, hacking, access
penetration or exposure to an unauthorized third party by:

e protecting against intrusions;

e securing the computer systems and network devices;

e and protecting against intrusions of operating systems or software.

Record Retention: The Federal Equal Opportunities Act states that a creditor must preserve all written or

recorded information connected with an application for 25 months. In keeping with the ECOA, the credit

reporting agency requires that you retain the credit application and, if applicable, a purchase agreement for a period of
not less than 25 months. When conducting an investigation, particularly following a breach or a consumer complaint that
your company impermissibly accessed their credit report, the credit reporting agency will contact you and will request a
copy of the original application signed by the consumer or, if applicable, a copy of the sales contract.

“Under Section 621 (a) (2) (A) of the FCRA, any person that violates any of the provisions of the FCRA may be liable for
a civil penalty of not more than $2,500 per violation.”

Signature/Title Date
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Glossary
Term

Computer Virus

Confidential
Encryption

Firewall

Information
Lifecycle

IP Address

Peer-to-Peer

Router

Spyware

SSID

Subscriber Code
WEP Encryption

WPA

Definition

A Computer Virus is a self-replicating computer program that alters the way a computer
operates, without the knowledge of the user. A true virus replicates and executes itself. While
viruses can be destructive by destroying data, for example, some viruses are benign or
merely annoying.

Very sensitive information. Disclosure could adversely impact our company.

Encryption is the process of obscuring information to make it unreadable without special
knowledge.

In computer science, a Firewall is a piece of hardware and/or software which functions in a
networked environment to prevent unauthorized external access and some communications
forbidden by the security policy, analogous to the function of Firewalls in building
construction. The ultimate goal is to provide controlled connectivity between zones of differing
trust levels through the enforcement of a security policy and connectivity model based on the
least privilege principle.

(Or Data Lifecycle) is a management program that considers the value of the information
being stored over a period of time, the cost of its storage, its need for availability for use by
authorized users, and the period of time for which it must be retained.

A unique number that devices use in order to identify and communicate with each other on a
computer network utilizing the Internet Protocol standard (IP). Any All participating network
devices - including routers, computers, time-servers, printers, Internet fax machines, and
some telephones - must have its own unique IP address. Just as each street address and
phone number uniquely identifies a building or telephone, an IP address can uniquely identify
a specific computer or other network device on a network. It is important to keep

your IP address secure as hackers can gain control of your devices and possibly launch an
attack on other devices.

A type of communication found in a system that uses layered protocols. Peer-to-Peer
networking is the protocol often used for reproducing and distributing music without
permission.

A Router is a computer networking device that forwards data packets across a network via
routing. A Router acts as a junction between two or more networks transferring data packets.
Spyware refers to a broad category of malicious software designed to intercept or take partial
control of a computer's operation without the consent of that machine's owner or user. In
simpler terms, spyware is a type of program that watches what users do with their computer
and then sends that information over the internet.

Part of the Wi-Fi Wireless LAN, a service set identifier (SSID) is a code that identifies each
packet as part of that network. Wireless devices that communicate with each other share the
same SSID.

Your seven digit credit reporting agency account number.

(Wired Equivalent Privacy) A part of the wireless networking standard intended to provide
secure communication. The longer the key used, the stronger the encryption will be. Older
technology reaching its end of life.

(Wi-Fi Protected Access) A part of the wireless networking standard that provides stronger
authentication and more secure communications. Replaces WEP. Uses dynamic key
encryption verses static as in WEP (key is constantly changing and thus more difficult to
break than WEP).
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FCRA Requirements

Federal Fair Credit Reporting Act (as amended by the
Consumer Credit Reporting Reform Act of 1996)

Although the FCRA primarily regulates the operations of consumer credit reporting agencies, it also affects
you as a user of information. A copy of the federal Fair Credit Reporting Act is available online at:
http://www.ftc.qov/os/statutes/031224fcra.pdf. We suggest that you and your employees become familiar
with the following sections in particular:

§ 604. Permissible Purposes of Reports

§ 606. Disclosure of investigative consumer reports

§ 607. Compliance Procedures

§ 615. Requirement on users of consumer reports

§ 616. Civil liability for willful noncompliance

§ 617. Civil liability for negligent noncompliance

§ 619. Obtaining information under false pretenses

§ 621. Administrative Enforcement

§ 623. Responsibilities of Furnishers of Information to Consumer
Reporting Agencies

§ 628. Disposal of Records

Each of these sections is of direct consequence to users who obtain reports on consumers.

As directed by the law, credit reports may be issued only if they are to be used for extending credit, review or
collection of an account, employment purposes, underwriting insurance or in connection with some other
legitimate business transaction such as in investment, partnership, etc. It is imperative that you identify each
request for a report to be used for employment purposes when such report is ordered. Additional state laws
may also impact your usage of reports for employment purposes.

We strongly endorse the letter and spirit of the Federal Fair Credit Reporting Act. We believe that this law
and similar state laws recognize and preserve the delicate balance between the rights of the consumer and
the legitimate needs of commerce.

In addition to the Federal Fair Credit Reporting Act, other federal and state laws addressing such topics as
computer crime and unauthorized access to protected databases have also been enacted. As a prospective
user of consumer reports, we expect that you and your staff will comply with all relevant federal statutes and
the statutes and regulations of the states in which you operate.

We support consumer reporting legislation that will assure fair and
equitable treatment for all consumers and users of credit information.

Name of End User (i.e., Company Name)

Type or Print Name of Authorized Signer Title

X

Authorized Signature Date
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End User Certification Of Use
For
Employment Insight Reports

In compliance with the Federal Fair Credit Reporting Act as amended by the Consumer Credit Reporting Reform Act of
1996 (the “Act”), (“End User”) hereby certifies to Consumer Reporting
Agency that it will comply with the following provisions:

1. End User will ensure that prior to procurement or causing the procurement of a consumer report for employment
purposes (an Employment Insight Report):

a) a clear and conspicuous disclosure has been made in writing to the consumer at any time before the
report is procured or caused to be procured, in a document that consists solely of the disclosure, that a
consumer report may be obtained for employment purposes; and

b) the consumer has authorized in writing the procurement of the report by the End User.

2. In using a consumer report for employment purposes, before taking any adverse action based in whole or in
part on the report, the End User shall provide to the consumer to whom the report relates

a) a copy of the report; and

b) a description in writing of the rights of the consumer under the Act, a copy of which is attached hereto
(“Summary of Consumer Rights”).

The information from the consumer report will not be used in violation of any applicable federal or state equal
employment opportunity law or regulation.

End User hereby acknowledges receipt of the Summary of Consumer Rights.

Name of End User (i.e., Company Name)

Type or Print Name of Authorized Signer Title

X

Authorized Signature Date
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Para informacion en espanol, visite www.ftc.qov/credit o escribe ala FTC Consumer
Response Center, Room 130-A 600 Pennsylvania Ave. N.W., Washington, D.C. 20580

A Summary of Your Rights Under the Fair Credit Reporting Act

The federal Fair Credit Reporting Act (FCRA) promotes the accuracy, fairness, and privacy of information in the files of
consumer reporting agencies. There are many types of consumer reporting agencies, including credit bureaus and
specialty agencies (such as agencies that sell information about check writing histories, medical records, and rental
history records). Here is a summary of your major rights under the FCRA. For more information, including

information about additional rights, go to www.ftc.gov/credit or write to: Consumer Response Center, Room 130-
A, Federal Trade Commission, 600 Pennsylvania Ave. N.W., Washington, D.C. 20580.

e You must be told if information in your file has been used against you. Anyone who uses a credit report or
another type of consumer report to deny your application for credit, insurance, or employment - or to take
another adverse action against you - must tell you, and must give you the name, address, and phone number of
the agency that provided the information.

e You have the right to know what is in your file. You may request and obtain all the information about you in
the files of a consumer reporting agency (your "file disclosure"). You will be required to provide proper
identification, which may include your Social Security number. In many cases, the disclosure will be free. You
are entitled to a free file disclosure if:

0 aperson has taken adverse action against you because of information in your credit report;

you are the victim of identity theft and place a fraud alert in your file;

your file contains inaccurate information as a result of fraud;

you are on public assistance;

you are unemployed but expect to apply for employment within 60 days.

O O 0O

In addition, by September 2005 all consumers will be entitled to one free disclosure every 12 months upon
request from each nationwide credit bureau and from nationwide specialty consumer reporting agencies. See
www.ftc.gov/credit for additional information.

e You have theright to ask for a credit score. Credit scores are numerical summaries of your credit-worthiness
based on information from credit bureaus. You may request a credit score from consumer reporting agencies
that create scores or distribute scores used in residential real property loans, but you will have to pay for it. In
some mortgage transactions, you will receive credit score information for free from the mortgage lender.

e You have the right to dispute incomplete or inaccurate information. If you identify information in your file
that is incomplete or inaccurate, and report it to the consumer reporting agency, the agency must investigate
unless your dispute is frivolous. See www.ftc.gov/credit for an explanation of dispute procedures.

e Consumer reporting agencies must correct or delete inaccurate, incomplete, or unverifiable information.
Inaccurate, incomplete or unverifiable information must be removed or corrected, usually within 30 days.
However, a consumer reporting agency may continue to report information it has verified as accurate.

e Consumer reporting agencies may not report outdated negative information. In most cases, a consumer
reporting agency may not report negative information that is more than seven years old, or bankruptcies that are
more than 10 years old.

e Access to your file is limited. A consumer reporting agency may provide information about you only to people
with a valid need - usually to consider an application with a creditor, insurer, employer, landlord, or other
business. The FCRA specifies those with a valid need for access.
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You must give your consent for reports to be provided to employers. A consumer reporting agency may
not give out information about you to your employer, or a potential employer, without your written consent given
to the employer. Written consent generally is not required in the trucking industry. For more information, go to
www.ftc.gov/credit.

You may limit "prescreened" offers of credit and insurance you get based on information in your credit
report. Unsolicited "prescreened" offers for credit and insurance must include a toll-free phone number you can
call if you choose to remove your name and address from the lists these offers are based on. You may opt-out

with the nationwide credit bureaus at 1-888-5-OPTOUT (1-888-567-8688).

e You may seek damages from violators. If a consumer reporting agency, or, in some cases, a user of
consumer reports or a furnisher of information to a consumer reporting agency violates the FCRA, you may be

able to sue in state or federal court.

e Identity theft victims and active duty military personnel have additional rights. For more information, visit

www.ftc.gov/credit.

States may enforce the FCRA, and many states have their own consumer reporting laws. In some
cases, you may have more rights under state law. For more information, contact your state or local
consumer protection agency or your state Attorney General. Federal enforcers are:

TYPE OF BUSINESS:

CONTACT:

Consumer reporting agencies, creditors and others not listed
below

Federal Trade Commission: Consumer Response
Center - FCRA Washington, DC 20580 1-877-382-
4357

National banks, federal branches/agencies of foreign banks (word
"National" or initials "N.A." appear in or after bank's name)

Office of the Comptroller of the Currency
Compliance Management, Mail Stop 6-6
Washington, DC 20219 800-613-6743

Federal Reserve System member banks (except national banks,
and federal branches/agencies of foreign banks)

Federal Reserve Board
Division of Consumer & Community Affairs
Washington, DC 20551 202-452-3693

Savings associations and federally chartered savings banks
(word "Federal" or initials "F.S.B." appear in federal institution's
name)

Office of Thrift Supervision
Consumer Complaints
Washington, DC 20552 800-842-6929

Federal credit unions (words "Federal Credit Union appear in
institution's name)

National Credit Union Administration
1775 Duke Street
Alexandria, VA 22314 703-519-4600

State-chartered banks that are not members of the Federal
Reserve System

Federal Deposit Insurance Corporation

Consumer Response Center, 2345 Grand Avenue,
Suite 100

Kansas City, Missouri 64108-2638 1-877-275-3342

Air, surface, or rail common carriers regulated by former Civil
Aeronautics Board or Interstate Commerce Commission

Department of Transportation, Office of Financial
Management
Washington, DC 20590 202-366-1306

Activities subject to the Packers and Stockyards Act, 1921

Department of Agriculture Office of Deputy
Administrator - GIPSA Washington, DC 20250 202-
720-7051
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New York State Correction Law
Article 23-A, Section 753
Licensure and Employment of Persons Previously
Convicted of One or More Criminal Offenses

Asg 753. Factors to be considered concerning a previous criminal conviction; presumption.

1. In making a determination pursuant to section seven hundred fifty-two of this chapter, the public agency or
private employer shall consider the following factors:

(a) The public policy of this state, as expressed in this act, to encourage the licensure and employment of
persons previously convicted of one or more criminal offenses.

(b) The specific duties and responsibilities necessarily related to the license or employment sought.

(c) The bearing, if any, the criminal offense or offenses for which the person was previously convicted will
have on his fitness or ability to perform one or more such duties or responsibilities.

(d) The time which has elapsed since the occurrence of the criminal offense or offenses.

(e) The age of the person at the time of occurrence of the criminal offense or offenses.

(f) The seriousness of the offense or offenses.

(g) Any information produced by the person, or produced on his behalf, in regard to his rehabilitation and
good conduct.

(h) The legitimate interest of the public agency or private employer in protecting property, and the safety and
welfare of specific individuals or the general public.

2. In making a determination pursuant to section seven hundred fifty-two of this chapter, the public agency or
private employer shall also give consideration to a certificate of relief from disabilities or a certificate of good
conduct issued to the applicant, which certificate shall create a presumption of rehabilitation in regard to the
offense or offenses specified therein.
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